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marized the ways in which external memory is seen as
augmenting human capability in the early twenty-first century.
University of Illinois at

Automation does not necessarily supplant human activity
but rather changes it, often in ways unintended and unan-
ticipated by the designers of automation, and as a result
poses new coordination demands on the human operator.
(Parasuraman, Sheridan, & Wickens, 2000, p. 286)

Tool use is a fundamental aspect of the human condition.
ally sticks, clay tablets, abaci, punch cards, typewriters, and
igital computers represent external media that humans have
elied upon to more simply, or more efficiently, meet their
ntellectual and behavioral objectives. It is only recently, how-
ver, that technology has become a coequal partner in service
f those cognitive goals. The partnership between physiology
nd technology warrants a reconsideration of what it means
o be a successful agent in this environment. One perspective
n this problem is provided by an analysis of the qualities
f the internet: examining the various ways that technologi-
al affordances enable, constrain, and alter memory behavior.
arsh and Rajaram (2019) discuss properties of the inter-

et that have consequences for cognition, such as its relative
mniscience, widespread access, and fast information retrieval.
nother perspective emphasizes the transactive nature of the

elationship between human and technology: the presence of
igh-tech external memory devices such as the internet shapes
he manner in which we can achieve our intellectual goals
nd, simultaneously, our queries and contributions shape the
ature of the information it possesses and provides to others.
ow do we conceptualize the cognition of the human-machine

xtended organism  to best understand the inherent qualities
r liabilities of human memory and cognition in a digital

cology?
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A  New  Cognitive  Context

We start from the position that part of using memory
ffectively involves knowing how to increase access to useful
nformation, while decreasing the cost of doing so (Anderson

 Milson, 1989; Benjamin, 2007; Oaksford & Chater, 2007;
imon, 1996). This rational perspective is helpful regardless of
hether we are referring to the information contained in our

nternal memory, or to information that resides in the many
xternal memory devices we interact with, including the inter-
et. Many technology-enabled offloading strategies, like storing
ontacts, finding directions, and searching the internet, are reg-
larly employed in service of more efficient memory. Much of
hat we think of as human memory, or more broadly of mind,

n a digital ecology is in fact the product of an integrative system
f internal and external cognitive processes that are selected to
eet the demands of a particular cognitive task. In such a the-

retical perspective, the ability to effectively integrate internal
nd external processes to guide decisions is the critical feature
f a successful cognitive agent.

High-tech external memory devices (e.g., computers, smart-
hones, internet) are able to perform some cognitive tasks that
nce could only be accomplished by humans. Certain fea-
ures of these external devices, like their vastness, depth, and
ongevity, unequivocally outperform human memory, which is
allible in many ways (Schacter, 2001). As a consequence,
he use of technology has become a habit of daily life. In

 recent survey study, Finley, Naaz, and Goh (2018) sum-
otably, 74% of participants indicated that external memory
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lished by BuzzFeed Founding Editor Craig Silverman (2016),
THE HUMAN-MACHIN

orks better for semantic purposes, such as storing passwords,
hone numbers, dates, appointments, email addresses, phys-
cal addresses, directions, “stone-cold facts,” quotes, names,
ecipes, financial information, numbers, formulas, and lists.
his is especially the case for information that is infrequently
sed, complex, boring, or vast. For such information, tech-
ology plays a large and increasing role in supporting human
ognition.

The ecological strengths of human cognition, on the other
and, are related to the ability to effortlessly draw inferences
rom data. This includes the development of categories: humans
asily and spontaneously learn natural categories like “dogs”
nd social categories like “friends” from experience. In contrast,
nly recently have advances in machine learning progressed
o the point where machines can classify complex stimuli that
umans do routinely (in tasks like speech perception and object
ecognition; LeCun, Bengio, & Hinton, 2015). Humans also
ommunicate, manipulate, and conceptualize problems with
ymbols—a strength that underlies our ability to solve complex
roblems (Anderson & Bower, 1973; Marcus, 2001). Unlike
achines, people are able to apply abstract rules in novel but

ppropriate situations (e.g., Smith, Langston, & Nisbett, 1992),
nderstand and learn complex language (e.g., Kim, Pinker,
rince, & Prasada, 1991), and express and use metacognitive
nowledge in service of identifying individuals suited to solving
hose problems (Bennett, Benjamin, Mistry, & Steyvers, 2018).
he uniquely human capability to go beyond the information
resented to infer  what is “true” of the world is our strength in

 digital ecology.
Understanding the individual constituents of human-machine

artnerships is insufficient to understand fully the processes and
ehaviors of the cognizer in a digital ecology. Treating human
nd technology as independent systems denies two important
acts about the partnership. First is the fact that the ready avail-
bility of technology changes, and should change, exactly what
umans feel they need to know in order to reach their goals effec-
ively. For example, if we have reliable access to the internet,
hy should  we try to remember birthdays or directions? Cer-

ainly it can do better than we can, and what is gained by keeping
hat information in our own heads? Second, it denies the fact
hat many  qualities of present-day humans and technologies are
haped by the other. Outsourcing rote knowledge to the internet
oes not, despite popular opinion, make humans stupid. And the
nternet is not in any sense “omniscient.” Certainly, it is a record
f known facts, queries, objects, and writings. But it is also a
ollection of our misgivings, biases, secrets, and attempts to dis-
ort. The internet does not seek to establish coherence across its
nowledge base, making it vulnerable to gaps and biases in our
nowledge (e.g., Vanian, 2018) and to attempts to weaponize the
ppearance of fact in service of political, social, or personal goals
e.g., Boffey, 2018). In contrast, because human cognition prior-
tizes inference over information, it seeks coherence and suffers
rom poor memory for rote knowledge as a consequence. Both

f these two examples are considered in somewhat greater detail
elow.

t
m
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The  Extended  Organism  Metaphor

To understand how humans achieve intellectual goals in a
igital world, one has to understand the process and abilities
f the human-machine extended  organism  within its broader
nvironment. A good working analogy is swarm cognition in
ermites. It can be helpful in understanding the termite’s adap-
iveness and success in a variety of environments to consider the
tructure and geometry of the termite mound—tunnels made
f varying materials and food caches—as part of the extended
ermite, rather than an external environment on which the ter-

ite acts (Turner, 2011). The termite mound is a dynamic body
f knowledge that reacts and self-regulates in a changing envi-
onment and with changing goals. The complex behaviors of
his extended organism emerge from its simple constituents,
et understanding these constituents alone does not suffice to
nderstand the swarm’s cognitive abilities. The extended organ-
sm metaphor is reminiscent of studies on transactive memory
ystems in human dyads. In a problem-solving task, Wegner,
iuliano, and Hertel (1985) showed that close dyads tend to

dopt an integrated strategy for resolving discrepancies between
ndividual responses. These results support the notion that trans-
ctive communication processes tend to develop among close
yads, which form a unique “group-mind.” Although the trans-
ctive approach is often referred to in research on technology
nd cognition, researchers often use the transactive memory sys-
em metaphor to highlight the additive effects of the internet as

 transactive memory partner, rather than to discuss the unique
ind that manifests from the sum of two parts. To understand

he full cognitive consequences of living in today’s digitally-
ediated environment, we should understand the human and

he internet together as an extended  organism  that  has  capacities
nd risks  beyond  the  reach  of  either  alone.

Novel  Considerations  from  an  Extended  Organism
Perspective

Research on the impact of technology on cognition has
ow developed into an extensive literature. In the next
ection, we introduce two novel considerations about human-
igital cognition that arise from the extended organism
erspective.

uman  Memory  and  Digital  Memory  Shape  One  Another

In August 2016, three months before the US presidential
lection, an article in The  Political  Insider  made the, shall we
ay, provocative claim that Democratic candidate Hillary Clin-
on sold weapons to the militant group ISIS (Roberts, 2016).
lthough the election story was quickly verified as false, the

fake news” story generated 789,500 shares, reactions, and com-
ents on Facebook before the news outlet removed the story

rom its site (Silverman, 2016). According to an article pub-
he 20 top-performing fake election stories accumulated over 8.7
illion Facebook engagements in the final three months of the



E EX

U
e
i
u
t
I
o
i
n
s
d

t
e
t
o
a
o
b
d
m
r
m
m
s

a
e
r
C
n
i
t
u
b
s
H
o
o
m
r
t
i
i
2
m
i
c
f

w
n
i
a
T

r
b
i
m
u
a
a
t
n
t
v
a
m

h
t
(
o
i
c
o
W
fi
o
r
i
r
t
t
W
S
b
o
w
t
a
i
w

u
u
o
t
(
d
a
t
n
t
k
t
m

THE HUMAN-MACHIN

S presidential campaign. These points illustrate two important
lements to consider about the human-machine extended organ-
sm. The first is that the internet is shaped by the people who
se it. The vast and deep nature of the internet misleads many to
reat the internet as an “omniscient” source of external memory.
ndeed, several features of the internet, such as the diverse scope
f information it covers, the speed at which it is able to access
nformation, and its capacity to be continuously updated with
ew knowledge, distinguish the internet as a valuable knowledge
ource with expert information in an unfathomable number of
omains.

Yet other features of the internet, such as its indifference
oward accuracy and relative permanence, reflect important
xceptions to this generality. This second point leads us into
he next section: the proliferation of misleading, oversimplified,
r incomplete information leaves the extended organism vulner-
ble to unprecedented dangers that threaten the successful use
f memory. Under these circumstances, the growing symbiosis
etween internal and external memory poses a new coordination
emand on the user to monitor and verify the accuracy of infor-
ation accessed on the internet. As we become increasingly

eliant on the internet for outsourced knowledge, we become
ore deeply involved in a cognitive system that favors infor-
ation that is immediate over comprehensive, provocative over

ubstantiated, and affirmative over contravening.
A technology user can take advantage of the knowledge

ccessible on the internet to the extent that she can exercise
ffective quality-control assessments on that knowledge. If we
emember, for example, that the source of some “fact” (e.g.,
linton sold weapons to ISIS) came from an untrustworthy
ews outlet (e.g., The Political Insider), we have the necessary
nformation for assessing the veridicality of this information in
he future. The ability to monitor the source of our knowledge
nderlies the ability to exert control over our own opinions and
eliefs (Johnson, Hashtroudi, & Lindsay, 1993). Sources that are
imilar to one another can be difficult to discern (e.g., Ferguson,
ashtroudi, & Johnson, 1992; Johnson et al., 1993), and sources
f unreliable information on the internet have increasingly taken
n the appearance of legitimate news sources. The source-
onitoring framework of Johnson et al. (1993) also proposes that

eflective cognitive operations produce memories that are easier
o distinguish than externally sourced memories. Because hav-
ng unfettered access to the internet increases future use of the
nternet to access other information (Storm, Stone, & Benjamin,
017) and can even decrease our willingness to rely on internal
emory (Ferguson, McLean, & Risko, 2015), we are increas-

ngly facing source assessments that lack the types of reflective
ognitive operations that make it possible to distinguish between
act and fiction.

Identifying the source of information is even more difficult
hen time has passed between access to information and our
eed to evaluate its veracity. The sleeper  effect  refers to the

ncrease over time in the persuasive effect of a message that is
ccompanied by a discounting cue (Hovland & Weiss, 1951).
he idea is that, as time goes by, a person may have difficulty

a
i
w
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emembering a discounting cue, such as a noncredible source,
ut may still remember the content of the message. This finding
s compatible with evidence that source information is forgotten

ore quickly than message content (Benjamin, 2010). When a
ser engages with misinformation online, flagging the content
s a hoax does not guarantee that it will not affect downstream
ttitudes related to the message. This is particularly true when
he message had a strong initial impact, like attention-grabbing
ews stories; when people have a higher ability or motivation to
hink about the message, like when information supports existing
iews of the world; and when people receive the discounting cue
fter the message, which is often the case when encountering
isleading information online (Kumkale & Albarracín, 2004).
When confronted with the need to update information,

umans have the counterintuitive but adaptive capacity to selec-
ively forget outdated, irrelevant, or discredited information
e.g., Bjork, 2011). Indeed, the ability to forget prevents out-
f-date information from interfering with the recall of relevant
nformation (Bjork & Bjork, 1988). But how does the internet
ompare? One benefit of the internet as an enormous repository
f rote information is its long-lasting accuracy and precision.
hen human memory fails us, the internet makes it easy to

nd the information we need. However, the long-lasting nature
f digital memory makes it hard to efficiently retrieve current,
elevant information. Say, for example, that you remember read-
ng a news story that Clinton sold weapons to ISIS, but cannot
ecall whether the story is true. By searching the message, “Clin-
on sold weapons to ISIS” (December 2018) Google returns
he following articles: WikiLeaks  Confirms  Hillary  Clinton  Sold
eapons to  ISIS?  –  Snopes.com, Wikileaks  Confirms  Clinton
old Weapons  to  ISIS  –  247Sports.com, Read  all  about  it:  The
iggest  fake  news  stories  of  2016  – CNBC.com. On the first page
f results, seven out of 10 headlines suggest that the claim is true,
hereas only two headlines directly state that the message is fic-

itious. In this capacity, the infrastructure of the internet is not
t all similar to human memory—the internet does not “forget”
nformation, even when the information becomes irrelevant or
orse.
Using the internet as a repository of our memories prevents

s from using adaptive qualities of our memory that innocolate
s against misinformation. First, it prevents the easy application
f source monitoring heuristics that have developed in order
o enable us to distinguish between memory and confabulation
Johnson & Raye, 1981). In its place, we must develop skills for
etermining credible from untrustworthy digital sources. This is

 difficult task, especially when considering the vast incentives
hat are in place for content purveyors to make that discrimi-
ation more, not less, difficult. The second quality of memory
hat cannot be easily brought to bear in an environment in which
nowledge is digital is adaptive forgetting. The information on
he internet is not a self-organizing structure like the human

ind. What is most accessible is what has been most often
ccessed (and what search engines idiosyncratically determine

s relevant, given their knowledge of you), but not necessarily
hat is most up-to-date or accurate.
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failures, circulation of misinformation). We believe that under-
THE HUMAN-MACHIN

onsequences  for  Outsourcing  Retrieval  Depend  on  Abili-
ies of  the  Extended  Cognitive  System

One of the major advantages of high-tech external memory
s the ability to offload responsibility for maintaining informa-
ion to a dependable external source. However, it does appear
s though this collective movement of knowledge to external
tores has demonstrable consequences for what we store inter-
ally. When learners are told that to-be-learned information will
e stored on a computer for later, they show lower rates of recall
or that information—a phenomenon coined the Google  effect
Sparrow, Liu, & Wegner, 2011). One might draw the conclusion
hat Google is changing the way we think—and not for the better.
et, if we consider the cognitive context in which this memory
ehavior is situated and evaluate memory as an optimization to
he information-retrieval task that the human-machine extended
rganism faces, we see that in fact the decision to outsource
some) memory is an adaptive one. If we trust that semantic
nformation will be accessible in the future and unlikely to be
eeded under circumstances in which the internet is not avail-
ble, there is no need to fully encode it into our internal memory,
hich is limited in capacity and precision. In experiments in
hich users have access to information saved in external mem-
ry devices, they outperform users who are forced to rely on
heir own memory (e.g., Storm & Stone, 2015).

Much less is known about the long-term downstream conse-
uences of such outsourcing behavior. In a laboratory setting,
sers who strategically offload memory onto high-tech external
emory do not need to consider whether these strategies are

ufficient for later access. Choosing an encoding strategy that
s appropriate for an intellectual goal places unique demands
n the extended organism that require both an understanding of
ow various encoding schemes translate into long-term retention
nd also the cognitive skill required to render them accessible
n the future. For example, storing information in a file struc-
ure is helpful only if the file can be recovered later. Successful
ecovery is not only a function of the storage medium, which
s relatively permanent, but also the ability to recover a path to
hat file in a complicated file structure. That depends on hav-
ng generated good filename cues (Tullis & Benjamin, 2015a,
015b; Tullis & Finley, 2018) and on having a transparent file
tructure that reflects future organizational demands. Here we
eview a few examples of new problems that arise when consid-
ring the downstream consequences of outsourcing retrieval for
he extended organism.

Access to digital memory is constrained by the cognizer’s
bility to organize to-be-retrieved information at encoding and
evelop efficient retrieval plans that will ensure proper access to
elevant information. This task highlights a unique responsibility
or the extended organism. Whereas the human memory sys-
em is remarkable in its capacity to spontaneously self-organize
nd reorganize facts and routines stored internally, the role of
he cognizer in a digital ecology has more to do with explicitly
eveloping an organized system and less to do with aggregating

nowledge.

A second concern for the human-machine extended organ-
sm is the development of expertise. A central premise of this

s
a
o
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aper has been that the strength of human cognition is the abil-
ty to draw inferences from data and solve problems that are
eyond the capabilities of digital memory. Ironically, the ability
or cognizers to accomplish the uniquely human feat of devel-
ping expertise, exercising creativity, synthesizing information,
nd generating new ideas is dependent upon having available
he facts and routines that underlie these enterprises. One cannot
ecome an expert birder by having a hard drive full of bird pho-
ographs. Generalization comes from internalized knowledge.
gain, we see how the consequences of outsourcing retrieval

re beyond the understanding of simple constituents. Although
rganization is a key factor for effective memory in an extended
ognitive system, knowing simply how to access external infor-
ation does not support the generalization of knowledge and

evelopment of expertise in the same way. A critical role of
he cognizer in a digital ecology is the ability to make careful
ecisions about when we are best served by storing informa-
ion internally for future inference, even when that storage is
rror-prone or difficult.

Concluding  Remarks

One cross-cutting theme across the examples we have out-
ined here is the critical importance of metacognitive skill in the
ew digital ecology. People need to decide how to share cogni-
ive responsibilities with a machine partner that is very different
rom themselves. They need to do so in a way that maximizes
he benefits of the partnership and minimizes the risks. Doing so
equires a deep understanding of what humans are good at, what
achines are good at, and how to ensure access to relevant infor-
ation in the conditions in which it is likely to be needed. As

xternal memory devices become more active in our day-to-day
ognition, it is increasingly important to consider how humans
ake these metacognitive decisions. Several researchers have

lready begun to investigate the subtle effects of outsourcing
etrieval on metacognition (e.g., Fisher, Goddu, & Keil, 2015;
amilton, McIntyre, & Hertel, 2016; Hamilton & Yao, 2018;
cKinley, 2018; Ward, 2013).
Our guiding questions must be framed with a consideration of

he dynamic ways in which cognizers can strategically engage
ncoding processes to successfully accommodate intellectual
oals. Theorizing about memory with partitions between inter-
al and external memory processes restricts comprehension of
everal realities about memory in a digital ecology. First, it
iscredits observed memory behaviors that play to the ecolog-
cal strengths of each constituent—digital memory as harborer
f rote knowledge and human memory as inference machine.
econd, it constrains the development of research that seeks

o understand how to optimize the use of encoding strategies
hat play to the ecological strengths of the extended organism
e.g., strategic offloading), and how to prevent adaptations that
ead to the detriment of effective memory (e.g., source memory
tanding the inherent qualities or liabilities of human memory
nd cognition in a digital ecology will require a revised outlook
n what it means to be a successful cognitive agent in a digital
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THE HUMAN-MACHIN

orld. By understanding memory as an extended organism with
 singular structure and system of rules, we become privy to the
nique role that cognizers play to accomplish their intellectual
oals, such as how to monitor the dynamic body of knowledge
f the extended organism, how to make strategic decisions about
emory in complex domains, and how to execute control pro-

esses that are appropriate to the demands of those complex
omains.
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